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Abstract 

Background: Artificial intelligence (AI) has become increasingly prominent in the medical field, particularly in 
the diagnosis of cancer. 
Objectives: This comprehensive review was conducted to review the challenges of AI in cancer diagnosis. 
Methods: This comprehensive review was conducted through a systematic search of major scientific 
databases, including PubMed, Scopus, Web of Science, and IEEE Xplore, utilizing a combination of keywords 
and Medical Subject Headings (MeSH) terms such as “artificial intelligence,” “machine learning,” “deep 
learning,” “neural networks,” “cancer diagnosis,” “oncological imaging,” “pathology,” “biomarkers,” and 
“precision oncology,” covering the period from January 2019 to December 2024 to capture the most relevant 
and impactful studies in this rapidly evolving field. The inclusion criteria were focused on peer-reviewed 
original research articles, significant review papers, and high-impact conference proceedings that 
demonstrated a direct application of AI algorithms in diagnostic procedures, while exclusion criteria 
encompassed non-English publications, studies with insufficient methodological detail, articles not focused on 
diagnostic applications, and editorials or opinion pieces without original data, ensuring a robust and evidence-
based analysis of the current landscape.  
Results: The challenges in the widespread utilization of this technology in clinical settings are discussed. Deep 
learning algorithms, especially convolutional neural networks (CNN), can identify suspicious areas in 
mammograms, CT scans, and MRI images that doctors may easily overlook. These capabilities improve 
accuracy and reduce human errors in cancer diagnosis. In addition to image analysis, AI can also analyze 
patients' molecular and genetic data. Using genomic and proteomic data, this technology can identify gene 
mutations and specific biological markers of cancer. As a result, early diagnosis and selection of targeted 
patient treatments are carried out with greater accuracy. However, despite significant progress in this field, 
several challenges remain, including the accurate interpretation of data, the need for substantial training 
data, and the ability to generalize algorithms to diverse populations. 
Conclusion: In conclusion, AI is fundamentally augmenting the field of cancer diagnostics, moving from a 
theoretical promise to a powerful clinical tool. The evidence demonstrates that AI algorithms, particularly 
deep learning models, offer significant and measurable benefits. 

 
Keywords: Artificial intelligence, Cancer diagnosis, Machine learning, Convolutional neural network, 
Medical image analysis 

 
1. Background 

Early detection of cancer can significantly 

increase the chances of successful 
treatment and save the patient's life (1). 
Artificial intelligence (AI) is revolutionizing 
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the field of medicine by enhancing the 
accuracy and efficiency of medical care (2). 
It is widely used to analyze complex medical 
data, such as medical images from X-rays 
and MRIs, to assist in the early and precise 
detection of diseases like cancer. 
Furthermore, AI algorithms can help predict 
health risks, personalize treatment plans for 
individual patients, and accelerate the 
research and development of new drugs, 
ultimately leading to improved patient 
outcomes and a more advanced healthcare 
system (3). 

New expectations have arisen as a result 
of the development of AI technology, which 
aims to enhance the precision and speed 
with which cancer can be diagnosed (4). 
However, despite the considerable promise 
of AI, several hurdles and constraints must 
be overcome before it can be integrated 
into clinical diagnostic systems. The most 
significant challenges to the widespread 
adoption of AI in cancer diagnosis, beyond 
the initial technical issues, necessitate 
deeper consideration and investigation (5). 
Access to high-quality, large, and diverse 
data from different centers, as the 
cornerstone for developing robust models, 
faces obstacles such as limited access, 
privacy issues, and data heterogeneity, 
which hinder the generalizability of 
algorithms (6-8). Serious issues, such as 
class imbalance, can have a significantly 
negative impact on model performance. 
Second, the “black box” nature of many 
deep learning algorithms, characterized by 
a lack of transparency in the inference of 
results, undermines clinical trust and makes 
their adoption difficult (9-11). However, the 
emergence of XAI or explainable AI 
technologies (such as SHAP and LIME 
techniques) has taken promising steps 
towards clarifying the output of models. 
Third, complex ethical and legal challenges, 
including patient data security, medical 
information ownership, and, in particular, 
the issue of determining legal liability in 

cases of AI-assisted misdiagnosis, remain 
unresolved (12, 13). Uneven digital 
infrastructure and the lack of standardized, 
interoperable systems in healthcare pose 
significant obstacles to the integration and 
effective deployment of these technologies 
in clinical settings. 

The fact that AI relies on a massive 
quantity of clinical data is one of the most 
fundamental restrictions inherent to its use 
in the field of cancer detection (5). For AI 
algorithms to accurately detect complex 
cancer patterns, the data must be not only 
sufficiently varied but also reliable and 
properly categorized (14). In addition, 
changes in the quality of medical pictures, 
imaging techniques, and sample 
methodologies may all contribute to the risk 
of making an incorrect diagnosis (15). Given 
these concerns, it appears that the 
development of AI algorithms will 
encounter significant obstacles if 
professionals in radiology, pathology, and 
data science do not collaborate closely and 
effectively. 

 On the other hand, the issue of whether 
AI models can be interpreted has emerged 
as a significant concern for those working in 
the medical field. Numerous deep learning 
algorithms function like black boxes, 
meaning that even the developers of these 
models are unable to explain precisely how 
they arrived at a specific outcome (6). This 
lack of transparency may make it more 
difficult for patients and physicians to trust 
decisions made by AI. To overcome this 
issue, a substantial amount of research is 
being conducted to develop models that are 
both interpretable and explainable. This will 
enable medical professionals to utilize this 
technology with greater confidence when 
diagnosing and treating cancer. 

Lastly, the ethical and legal concerns 
associated with the use of AI in cancer 
detection require careful consideration. 
Several concerns need to be addressed 
holistically, including patient privacy, 
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ownership of medical data, and 
accountability for incorrect decisions (8). 
Additionally, concerns exist about the 
declining role of doctors in the diagnostic 
process and its impact on the relationship 
between doctors and patients (16). The 
creation of stringent standards and 
unambiguous norms, on the other hand, 
will enable us to look forward to a bright 
future in which AI and human professionals 
collaborate in the field of cancer detection. 
To address these issues, this review article 
aims to provide an analytical framework 
and propose viable solutions. Given the 
significant growth of AI applications in the 
field of oncology, this systematic review 
aims to summarize the existing evidence on 
AI applications in cancer diagnosis, analyze 
its clinical benefits, and especially deeply 
examine key challenges, including the 
generalizability of models, the black box 
problem, and implementation barriers in 
real clinical settings. 
 

2. Objective 

This comprehensive review was conducted 
to review the challenges of AI in cancer 
diagnosis. 
 

3. Methods 

The present evaluation involved the 
collection and analysis of data, providing a 
comprehensive examination of the challenges 
and opportunities associated with using AI to 
aid in cancer diagnosis. The first step was to 
search for terms related to AI, cancer 
diagnostics, machine learning, clinical issues, 
and ethical challenges in credible scientific 
databases, including PubMed, Scopus, Web of 
Science, and IEEE Xplore utilizing a 
combination of keywords and Medical Subject 
Headings (MeSH) terms such as “artificial 
intelligence,” “machine learning,” “deep 
learning,” “neural networks,” “cancer 
diagnosis,” “oncological imaging,” “pathology,” 
“biomarkers,” and “precision oncology,” 

covering the period from January 2019 to 
December 2024 to capture the most relevant 
and impactful studies in this rapidly evolving 
field. In addition, we reviewed pertinent 
papers, experimental studies, meta-analyses, 
and case reports to ensure comprehensive 
coverage of all aspects of the subject matter. 

To ensure that the selected articles were of 
high quality and relevant to the topic, stringent 
selection criteria were employed. The titles 
and abstracts of all the publications discovered 
in the first stage were examined by two 
researchers who were not affiliated with each 
other. After that, they excluded any 
publications that were not pertinent to the 
subject of the study report. Following that, we 
performed a thorough reading of the complete 
texts of the other publications and selected 
only those that discussed the challenges that 
AI faced in the field of cancer detection, 
provided helpful solutions, or looked forward. 
In addition, measures were made to limit the 
influence of publication bias by incorporating 
studies that reported outcomes that were 
either negative or difficult. 

To evaluate the quality of the selected 
studies, we used conventional appraisal 
instruments. In the case of empirical 
investigations, several factors were taken into 
consideration, including the sample size, 
research technique, internal and external 
validity, and the degree of accuracy of the 
findings. In the case of review articles and 
meta-analyses, we examined the number of 
sources that were used, the quality of the 
analysis performed on those sources, and the 
integrity of the findings. Last but not least, the 
information obtained from the selected 
studies was incorporated into an analytical 
framework to provide methodical answers to 
the research questions. To ensure the quality 
and relevance of all the data obtained, a 
stringent and multi-step approach was 
employed. This provided the review's findings 
with a solid basis. The current study selected 
27 studies out of 246 studies published 
between 2020 and 2024 to ensure that 
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contemporary research is represented . 
 

4. Results 

Early detection of cancer can significantly 
increase the chances of successful 
treatment and save the patient's life (17). 
Because in the early stages, tumors are 
small and confined and have not yet spread 
to other organs and tissues of the body 
(18). This enables more effective, less 
invasive treatments with fewer side effects, 
such as minor surgeries or targeted 
radiation therapy (19). As a result, patients 
not only have a higher chance of complete 

recovery, but their quality of life will also be 
much better during and after treatment 
(20). In fact, early detection is one of the 
key factors in reducing cancer mortality 
worldwide (21). Through the use of 
sophisticated machine learning algorithms 
and ideas, AI has completely transformed 
the process of diagnosing cancer (22). AI is 
capable of performing highly accurate 
analyses of medical images, including 
mammograms, CT scans, MRIs, and 
pathology images, among other types of 
medical imaging (23-25) (Figure 1).  

 

 
Figure 1. Approaches for cancer research using AI (26). 

 

The diagnosis of cancer, particularly in its 
early stages, may be riddled with mistakes 
when using conventional approaches. 
However, AI has significantly improved the 
accuracy of diagnosis by spotting subtle 
patterns and microscopic alterations in 
tissues (27, 28). In the field of 

mammography, for instance, some AI 
models have the ability to identify and 
diagnose malignant lesions even when they 
are very tiny and low-density (29, 30). This 
skill is particularly noticeable in reducing the 
number of false positives and false negatives 
received (Figure 2). 
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Figure 2. An overview of the differences between artificial intelligence (AI), machine learning (ML), and deep 
learning (DL) (31). 

 

The analysis of pathology pictures is one of 
the most significant uses of AI in the field of 
cancer.  Histology slides can be examined by 
AI-based systems with a high degree of 
speed and accuracy, and these systems can 
differentiate between normal and malignant 
cells (32, 33).  When it comes to the 
diagnosis of prostate cancer, for instance, 
large-scale algorithms are able to distinguish 
between various tumor grades (Gleason 
Score) by analyzing biopsy samples with an 
accuracy that is comparable to or even 
superior to that of human pathologists. It 
has also been demonstrated that this 
method is effective in detecting the presence 
of lymph node metastases in various 
malignancies, including breast and colorectal 
cancer (34, 35). With the help of AI, the time 
required to analyze samples is drastically 
reduced, enabling a diagnosis to be made 
more quickly and with greater precision. 

Also playing a significant role in the field of 
radiology is the application of AI. In CT scans 
and MRI images, advanced AI models can 
detect tiny cancers that traditional exams 
may overlook for various reasons (5, 36, 37). 
For example, AI systems can accurately 
identify nodules that are likely to be 
malignant, achieving a high level of detection 
in cases of lung cancer. These systems may 
also assess the features of the tumor 
microenvironment to predict the tumor's 
behavior. When it comes to 3D and dynamic 
imaging, AI is also used so that it can monitor 
changes over time and assist medical 
professionals in determining how well a 
patient is responding to therapy (15, 38). 
Applications of AI can also be found in 
molecular and genomic studies, as well as in 
imaging. Individual patterns of gene 
expression, specific mutations, and 
biomarkers associated with cancer can be 
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identified using sophisticated algorithms 
(39). Consequently, this enables medical 
professionals to differentiate between 
various subtypes and administer 
individualized therapies.  Artificial 
intelligence can analyze data from next-
generation sequencing (NGS) experiments to 
identify genetic changes that are predictive 
of cancer and assist in the selection of 
targeted treatments (40, 41).  This is 
particularly helpful in situations when 
tumors are exhibiting resistance to the drugs 
being considered. 
For cancer detection, AI technologies have 
also proved groundbreaking. Screening 
algorithms powered by AI can detect high-
risk individuals with a high degree of 
precision and forecast the likelihood of 
developing cancer from the moment 
symptoms appear (18, 42, 43). Image 
processing techniques, for instance, have the 
ability to identify precancerous alterations in 

Pap smears with a high level of detection 
accuracy, hence reducing the need for 
further samples in the cervical cancer 
diagnosis process. By evaluating photos of 
skin lesions and directing patients to more 
specialist investigations, AI programs may 
also identify melanoma and other forms of 
skin cancer at an earlier stage (44-46). 
Integrating data from multiple sources to 
enhance cancer detection is another 
important application of AI.  Artificial 
intelligence systems can integrate imaging 
data, pathology, and a patient's clinical and 
genetic history to construct a comprehensive 
picture of the illness being presented. This is 
especially helpful in cases of complex 
tumors, such as glioblastoma or metastatic 
malignancies, where it can distinguish 
between various aspects of the tumor and 
assist medical professionals in making 
informed therapeutic decisions (Figure 3). 

 

 
Figure 3. Clinical applications of AI in early cancer diagnosis. Abbreviations: GP: general practitioner, NLP: natural 

language processing, EHR: electronic healthcare record, ML: machine learning, DL: deep learning, NGS: next-
generation sequencing (47). 
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5. Discussion 

Despite its promise to transform cancer 
detection, AI faces a multitude of 
technological, clinical, and ethical 
challenges (48, 49). A significant conclusion 
that emerged from this investigation was 
that the accuracy of deep learning 
algorithms in identifying malignant lesions 
is greatly reliant on the quality and amount 
of training data (50, 51). Several studies 
highlight the fact that even the most 
powerful AI models experience a 
considerable decline in performance when 
they are trained on datasets that are either 
inadequate or imbalanced (including a small 
number of samples of uncommon cancer 
types) (52). This is particularly evident in 
cases of tumors with a low incidence but a 
high risk, where collecting adequate 
samples to train AI systems has become a 
significant challenge. On the other hand, an 
important aspect that decreases the 
generalizability of models and underscores 
the need for comprehensive 
standardization in this sector is the 
substantial variance in imaging techniques 
across various medical facilities (53, 54). 

The inability to comprehend the results 
of deep learning models, sometimes 
referred to as the "black box problem," is 
one of the most significant problems of 
using AI in cancer diagnosis (55, 56). An 
analysis reveals that a significant number of 
robust AI systems are unable to offer clear 
explanations for how they arrive at their 
diagnosis. This is in contrast to the medical 
field, where it is essential to provide explicit 
reasons for diagnoses in order to win the 
confidence of both patients and doctors 
(57). Despite the high diagnostic accuracy of 
these systems, several studies have noted 
clinical resistance to their widespread 
adoption. This resistance is a result of the 
difficulty in explaining the decision-making 
process, which has led to higher diagnostic 
accuracy (58). In response to this obstacle, a 

new line of study has focused on the 
development of interpretable AI 
techniques, known as XAI (explainable AI). 
These approaches, although still in their 
early stages, show promise in addressing 
this fundamental problem  (59). 

Incorporating AI systems into standard 
cancer detection procedures is likely to 
encounter significant practical barriers (43, 
60). Several AI algorithms perform 
remarkably well in controlled laboratory 
settings. However, when these algorithms 
are applied in real-world clinical settings, 
which are characterized by complexity and 
noise, their accuracy significantly decreases 
(26, 61, 62). It has also been noted as a key 
barrier to the clinical use of these 
technologies, as there is a dearth of 
integrated systems capable of automatically 
entering patient data into AI platforms and 
generating findings in a manner that is 
intelligible to physicians. 

Findings concerning data privacy and 
liability issues were identified as concerning in 
the evaluation, which was conducted from an 
ethical and legal perspective of AI (63, 64). 
Since AI systems require a substantial amount 
of sensitive patient data to be trained, there 
are significant concerns regarding the 
protection of this information and the 
prevention of its exploitation (65). Even when 
anonymized data is linked with information 
from other sources, it is still possible to 
identify particular individuals, according to the 
findings of several studies that have issued 
warnings. On the other hand, the problem of 
assessing culpability in situations where AI 
systems make diagnostic errors has rapidly 
evolved into a complex legal task (66). Does 
the responsibility for liability reside with the 
individuals who developed the algorithm, with 
the practicing physician who used the results 
of the system, or with the medical institution 
that implemented the technology? It is 
necessary to establish new legal frameworks 
to address these unresolved problems. 

Despite these obstacles, there are 
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potential advancements in several domains. 
When it comes to the technological side of 
things, the introduction of new neural 
network designs that need less training data 
(such as transfer learning and multitask 
learning) has shown promise in removing 
some of the hurdles (67). In addition, the 
issue of a shortage of varied and high-
quality data is being progressively 
addressed by the construction of large, 
multi-center data banks. These databases 
are being developed in collaboration with a 
variety of research institutes worldwide 
(68). In some of the studies examined, AI 
systems trained on these datasets displayed 
performance comparable to or even better 
than that of human specialists in diagnosing 
certain forms of cancer (69). On the other 
hand, these findings require verification 
through more extensive research. 

Use of AI in health systems necessitates 
significant alterations to the digital 
infrastructure. This is true from both an 
organizational and operational perspective. 
There is a lack of integrated and 
standardized information systems in many 
healthcare settings (47). These systems are 
unable to gather the data that AI requires in 
a consistent and processable manner. When 
discrepancies in medical record standards 
and patient demographics across countries 
are taken into consideration, this situation 
becomes significantly more complicated 
(22). The full promise of AI in cancer 
detection will not be achieved, according to 
studies, until significant investments are 
made in digital health infrastructure and 
standardized frameworks for data 
interchange are established (70). 

There are noteworthy paradoxes, 

particularly concerning social acceptability 
and public trust. Generally speaking, 
patients have a favorable attitude toward 
the use of AI in cancer detection, 
particularly if it results in an earlier and 
more accurate diagnosis. This is the case, 
according to surveys. The same patients, on 
the other hand, are less likely to fully 
eliminate the function of human physicians 
in the diagnosis process. Instead, they 
would rather see AI as an auxiliary tool that 
can be used in conjunction with experts.  
The significance of this discovery lies in the 
fact that it highlights the necessity of 
establishing collaborative models that 
incorporate both human and AI capabilities, 
where each complements the other, and 
the physician's clinical judgment is used to 
guide the final choice. 

This analysis also highlights the economic 
challenges associated with the use of AI 
systems in cancer detection, which is 
another important aspect that was 
uncovered. There is a high initial cost 
associated with creating, installing, and 
maintaining AI systems; however, this 
technology has the potential to yield 
significant long-term savings. As a result, 
there is a significant obstacle to overcome, 
particularly for smaller healthcare 
institutions and nations with lower incomes.  
According to studies, public-private 
partnership models and cloud-based shared 
systems have the potential to be effective 
solutions for reducing this financial burden. 
However, for these models to be 
successfully implemented, rigorous 
coordination and regulation are necessary 
(Table 1). 
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Table 1. This table provides a structured overview of how AI is currently used in cancer diagnosis, the obstacles it faces, and potential 
advancements on the horizon 

Category Applications Challenges Future Directions Reference 

Medical 
Imaging 

Tumor detection in X-rays, 
CT, MRI, and mammography 

Requires large, diverse datasets 
for training 

Integration with real-time imaging systems 

(15, 71,72) 
Early detection of lung 

nodules, breast lesions, and 
brain tumors 

Limited generalizability across 
different populations 

Development of portable AI imaging tools 

Automated segmentation of 
tumors 

High false-positive rates in some 
cases 

AI-powered 3D tumor modeling for 
surgery 

Pathology 

Digital pathology for 
analyzing biopsy samples 

Difficulty in interpreting rare 
cancer types 

AI-assisted robotic pathology labs 

(34, 73-75) 
Grading tumors (e.g., 

Gleason score for prostate 
cancer) 

High computational power 
needed for high-resolution 

images 

Cloud-based pathology networks for 
global collaboration 

Identifying metastatic cells in 
lymph nodes 

Ethical concerns over 
misdiagnosis 

AI for predicting tumor aggressiveness 
from histology 

Genomics 

Identifying cancer-driving 
mutations 

High cost of genomic sequencing 
Personalized treatment based on AI-

predicted mutations 

(76, 77) Predicting drug resistance 
Complex data integration (multi-

omics) 
AI-guided CRISPR and gene therapy for 

cancer 

Subtyping cancers based on 
molecular profiles 

Limited clinical validation of AI 
models 

Real-time genomic monitoring of tumors 

Early 
Detection 

AI-powered screening for 
high-risk patients 

Privacy concerns with patient 
data 

Wearable AI devices for continuous cancer 
monitoring 

(78, 79) 
Liquid biopsy analysis for 

circulating tumor DNA 
Regulatory hurdles in clinical 

adoption 
Non-invasive AI-based cancer blood tests 

Predictive models for cancer 
predisposition 

Bias in training data affecting 
accuracy 

Population-wide AI screening programs 

Treatment 
Planning 

Optimizing radiation therapy 
targeting 

Lack of interpretability in deep 
learning models 

AI-driven adaptive radiotherapy 

(80-84) 
Predicting immunotherapy 

response 
 Integration with existing 

hospital systems 
AI for dynamic treatment adjustments 

Personalized chemotherapy 
recommendations 

Limited real-world validation Closed-loop AI treatment systems 

Prognosis 

Survival prediction models 
Ethical issues in end-of-life 

predictions 
AI for long-term cancer recurrence 

monitoring 

(85-87) 
Risk stratification for 

recurrence 
Patient anxiety from AI-based 

predictions 
Integration with electronic health records 

(EHRs) 

Monitoring treatment 
response in real-time 

Lack of standardized 
benchmarks 

AI-powered patient outcome dashboards 

Operational 

Reducing radiologist 
workload through 

automation 
Job displacement concerns 

AI-assisted telemedicine for cancer 
diagnosis 

(88, 89) Prioritizing urgent cases in 
diagnostic workflows 

Liability and malpractice risks 
Federated learning for global AI model 

training 

Cost reduction in cancer 
screening programs 

High initial infrastructure costs Blockchain for secure AI data sharing 

 
6. Conclusion 

Ultimately, the findings of this review 
underscore the pressing need for 
interdisciplinary research in this field. 
Solving the challenges of AI in cancer 
diagnosis requires close collaboration 
between computer scientists, clinicians, 
ethicists, lawyers, and policymakers. The 
successful studies reviewed in this review 
all shared a commonality: multidisciplinary 
research teams that were able to examine 
the issues from multiple angles. This 
integrated approach is essential not only for 

technological advancements but also for 
designing systems that are clinically useful, 
ethically defensible, and legally robust. A 
forward-looking analysis of the findings of 
this review suggests that, despite all the 
challenges, AI will gradually establish itself 
in cancer diagnosis systems. However, this 
process will be gradual, and it will likely 
take decades to transform the field entirely. 
It is predicted that shortly, AI systems will 
first appear as diagnostic assistants that 
reduce human errors, and gradually, as 
trust increases. The future path is to 
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develop explainable AI models based on 
comprehensive and multi-center data that 
are integrated into the health system, not 
only as a diagnostic tool, but also as a 
transparent and reliable assistant for 
doctors, within an ethical framework and 
with integrated infrastructure. 
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